Health informatics

Lecture 1: introduction, electronic health records

Course objectives

The course provides an overview of the field of health informatics, covering the main challenges to modern healthcare which are driving its development, research trends and emerging technologies. A particular focus will be to understand the role that informatics plays in addressing the difficult problem of translating medical research into clinical practice.

The course will look at four areas in some depth

Lecture 1 - Definition and scope of health informatics, the medical research to clinical practice lifecycle, electronic patient records.

Lecture 2 – Formalising clinical data and medical knowledge, Clinical coding systems, Formal knowledge representation

Lecture 3 – Clinical decision making, Clinical decision support systems, decision analysis, decision engineering

Lecture 4 –Protocols, care pathways and workflow. Messaging and communication. Medical research to clinical practice – closing the loop. 

Recommended texts

Guide to Health Informatics - 2nd edition, Enrico Coiera, Arnold 2003

From Patient data to Medical Knowledge, Paul Taylor, Blackwell and BMJ Books 2006.

Recommended videos (45 minutes each)

“Information Technology and the Quality of Healthcare” 

http://www.youtube.com/watch?v=WOwSX7tBkVE&feature=related
“Designing a healthcare interface”  

http://www.youtube.com/watch?v=C1nO_rWZkjc 

Biomedical informatics

Health informatics is part of a larger subject referred to as Biomedical Informatics which currently includes bio-informatics and health informatics as its major sub-disciplines. 

Bioinformatics is a rapidly developing and highly interdisciplinary field, using techniques and concepts from computer science, statistics, mathematics, chemistry, biochemistry, physics, and even linguistics. Bio-informatics has to date been primarily focused on computer analysis of biological data, ranging from basic data such as DNA and protein sequences to genes and molecular structures. Early research in bioinformatics focused on development of methods for storage, retrieval, and analysis of the data.  Analysis of experimental results from various sources, patient statistics, and scientific literature are also included with bio-informatics research addressing problems like molecular modeling and simulation of biological processes. 

Health (medical or clinical) informatics is aimed at using informatics techniques to support routine clinical practice and patient care. Like bio-informatics it is multidisciplinary; it was historically seen as at the intersection of information science, computer science, and health care  and dealt with the resources, devices, and methods required to optimize the acquisition, storage, retrieval, and use of information in health clinical practice, but the practical complexity of patient care means that social and organizational research have increasing influences. Health informatics is applied to the areas of nursing, clinical care, dentistry, pharmacy, public health and medical research.  

Medical informatics

At its inception in the 1970s medical informatics focused on general problems of information management which were common to IT systems in other fields as well, such as business and administration including:

· “Back office” services  (e.g. accounting, billing) 

· Patient administration (e.g. appointments, repeat prescribing, demographic and clinical data recording)

· Specialist technical services (e.g. image processing, radiotherapy planning, pathology lab management) and associated specialized databases (e.g. laboratory databases, picture archiving systems) 

During the 1980s and 1990s new topics began to become prominent which were distinctive in that they were designed to address problems that are specific to clinical practice, these included

· Architectures and systems for flexible storage and retrieval of clinical information (electronic patient records)

· Standards such as DICOM (for coding and storage of medical images), HL7 messaging, facilitating the exchange of information between healthcare information systems and providers 

· Services for placing and managing clinical orders (e.g. tests and investigations) 

· The design of controlled medical terminologies which are used to standardize the terms and vocabularies used to encode and store patient data (e.g. SNOMED and LOINC)

· Decision support systems (e.g. reminders for required clinical tasks; alerts for inappropriate prescriptions)

Over the last ten years society has come to be very critical of its medical services, constantly demanding new services and expecting new ways of providing them. A new trend is that people are also increasingly aware of the kinds of treatment that are available and when they are not getting them when they think they are entitled to. These trends are having a major impact on research and development in health informatics and its practical deployment. 

One of the most significant events was the publication of a report in 2000 by the US Institute of Medicine called “To err is human” which led to general awareness of worryingly high levels of avoidable deaths and other harms to patients due to medical error, and also very high levels of waste.    

In the UK recent research has shown that the position here is no different overall from the USA and most other countries. Vincent and others reported in 2003 that about 11% of admissions of patients to NHS hospitals resulted in avoidable “adverse events” where patients were harmed. Among the problems identified in the NHS and other health services are

· variation in clinical practice and quality of service delivery;

· errors of commission and omission;

· failure to implement new knowledge and technology systematically and appropriately;

· over-use and under-use of tests and investigations, inappropriate care;

· unsatisfactory patient experience;

· poor quality clinical practice;

· waste

A major challenge is that medical knowledge is expanding at an unprecedented rate, while the resources available to achieve proper dissemination and use remain comparatively static. Similarly, medical technologies and technical capabilities are progressing rapidly while practices and skills within the medical profession have struggled to keep up.  The disparity between clinical and technical capabilities and the results that it should be possible to achieve has led to the undesirable situation in which patients receive varying levels of care, with the likelihood of recovery often dependent on which medical centre the patient visits. The challenge is to integrate the vast pool of existing information relevant to the care of any specific patient and deliver it in an effective and coordinated manner at the point of care.

Key challenges (adapted from Coiera p 104)

How do we apply knowledge to achieve a particular clinical objective?

How do we decide how to achieve a particular clinical objective?

How do we improve our ability to deliver clinical services?

The medical knowledge lifecycle

A characteristic of modern life is that our understanding and expertise in addressing human problems are constantly improving. Nowhere is this more true than in medicine, where enormous resources are not only being put into the detection, diagnosis and treatment of disease in our health services, and equally prodigious resources are being put into basic science and clinical research which lead to constant changes in how healthcare services are organized and delivered. Changes in recommended treatments and other aspects of clinical practice occur so frequently and are often so large that it has been observed
 that “medicine is a humanly impossible task”; healthcare professionals consequently need powerful tools to help them do their work efficiently and safely. 

Information and computer technology provides the key tools for addressing these challenges. The diagram below illustrates schematically how medical knowledge is brought to bear in a “lifecycle” in which existing knowledge of the causes and treatments of diseases is modified and extended through research, and decisions about the diagnosis and treatment of individual patients draws on both established and new knowledge. Once these decisions have been taken the treatment plan is implemented, sometimes through a simple process (such as prescribing a drug) but often through extended and complex “care pathways” that may be carried out over long periods of time (including lifetimes) and may involve many different people and specialist services. Delivering such services is difficult, and prone to individual errors and organizational failures. Minimising these difficulties and ensuring we learn from experience are challenges that informatics can help with.
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Patient records

A patient record is a repository of information about a single person in a medical setting, including clinical, demographic and other data. Ever since Florence Nightingale medicine has seen good clinical and patient records as the foundation of good patient care. Traditionally patient records are kept on paper and stored in a secure place in an organized way (in theory).  There are many pros and cons to paper records.
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The paper record: pros

· Portable

· Familiar and easy to use

· Exploits everyday skills of visual search, browsing etc

· Natural: “direct” access to clinical data 

· Hand writing, drawings, images, charts …)

The paper record: cons

· Can only be used for one task at a time

· If 2 people need notes one has to wait

· Can lead to long waits (unavailable up to 30% of time in some studies)

· Records can get lost or out of order (effectively lost)

· Consume space

· Large individual records are hard to use

· Fragile and susceptible to damage

· Environmental cost

The electronic health record

An electronic health record is a repository of information about a single person in a medical setting, including clinical, demographic and other data. A patient record system is the set of components that form the mechanism by which patient records are created, used, stored and retrieved.
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Electronic health records: pros

· Compact

· Simultaneous use

· Easily copied/archived

· Portable (handheld and wireless devices)

· Secure

· Supports many value-adding services

· Decision support

· Workflow management

· Performance audits

· Research

Electronic health records: cons

· High capital investment

· Hardware, software, operational costs

· Transition from paper to computer

· Training requirements

· Power outs – the whole system goes down

· Continuing security debate

· Stealing one paper record is easy, 20 is harder, 10,000 effectively impossible – the security risks are very different for electronic data

Services provided by a comprehensive EHR

A comprehensive EHR is normally designed to provide accessibility to complete and accurate data and may include services to provide alerts, reminders, links to medical knowledge and many other aids to clinical practice. Among the many facilities that may be present are

· A problem list that clearly delineates the patient’s clinical problems and the current status of each.

· Tools to support the systematic measurement and recording of the patient’s health status and functional level to promote more precise and routine assessment of the outcomes of patient care.

· Records of the logical basis for all diagnoses or conclusions as a means of documenting the clinical rationale for decisions about the management of the patient’s care.

· Links with other clinical records of a patient—from various settings and time periods—to provide a longitudinal (i.e. lifelong) record of events that may have influenced a person’s health.

· Security services to ensure patient data confidentiality, so the EHR is accessible only to authorized individuals.
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Functionality of a comprehensive electronic health record system (T Benson)

· Information retrieval services for accessing patient data selectively, and in a timely way at any or all times by authorized individuals.

· Tools support clinical problem solving such as decision analysis tools, clinical reminders, prognostic risk assessment and other clinical aids.

· Facilities to support structured data collection using a defined vocabulary.  

· Links to both local and remote databases of knowledge, literature and bibliography or administrative databases and systems so that such information is readily available to assist practitioners in decision making.

Key components of an electronic health record include

1. A clinical data dictionary (defining the terms and/or codes to be used in recording clinical and other information);

2. A clinical data repository (a database that holds the information, securely);

3. Flexible input capabilities (from forms on screens to email to automated image capture and interpretation);

4. Ergonomically designed data presentation (to maximize speed and ease of use and minimize errors);  

5. Automated support for clinical decision-making and workflows.

The NHS Informatics Review, 2008, identified five key features of a modern EHR:

· Patient Administration System (PAS) with integration with other systems and sophisticated reporting

· Order Communications and Diagnostics 

· Reporting (including all pathology and radiology tests and tests ordered in primary care)

· Letters with coding (discharge summaries, clinic and Accident and Emergency letters) Scheduling (for beds, tests, theatres etc.)

· e‐Prescribing including “over the counter” medicines

Medical record structures

To ensure the patient record effectively communicates between different healthcare professionals it is almost always created according to a standard structure. There are four common record structures (Coiera, p 49).

Integrated record Data are recorded and presented chronologically around episodes of care, following the sequence of events, encounters and actions associated with the patient’s medical needs. Actually provides little structure or help in finding or prioritizing clinical data.

Source oriented record The SOMR is organized around the organization of the healthcare service, with separate sections for medical notes, nursing notes, laboratory data, radiological results etc. No concept of a clinical task or process in this form of data recording.

Protocol-oriented record Often used when a patient is being treated according to a standard treatment plan or pathway. The protocol sets out criteria for treatment and specifies the data to be recorded at each step in the treatment plan, recording the data using standard templates. Highly task-oriented, providing useful guidance for what needs to be done at any point in treatment, but providing little overview of the patient’s needs.

Problem-oriented record As its name suggests the POMR is organized around a list of the patient’s medical problems, which may change over time, which is used to index the whole record, and an integrated treatment plan. The plan describes what is to be done for each problem, with all associated progress notes, lab tests, medications etc linked to the initiating problem. Progress notes are often written according to the SOAP template (Subjective data, Objective data, Assessment decision, Plan of action). Coiera views the POMR as a hybrid of task and protocol-oriented structures.

Current status of electronic health records

Tom Daschle, President Obama’s original nominee as Secretary of Health, described the problem in 2008 as follows:

Our health care system is incredibly primitive when it comes to using the information systems that are common in American workplaces. Only 15 to 20 percent of doctors have computerized patient records and only a small fraction of the billions of medical transactions that take place each year in the United States are conducted electronically. Studies suggest that this weakness compromises the quality of care, leads to medical errors, and costs as much as $78 billion a year.

By 2009, only about 1.5% of US hospitals had comprehensive electronic medical record systems; a further 7.5% have basic electronic health record (EHR) systems.  In ambulatory care (doctors’ offices) the proportions were 4% and 9% respectively. The sort of functionality required in a comprehensive system is illustrated in the figure below. The functionality relies on obtaining information from many sources – interoperability. Successful deployment of interoperable systems, based on stringent standards, is a central plank of the vision.

In the UK all GPs use EHRs in their consulting room and most work paper‐free. However these systems do not interoperate with the EHRs used by their hospital colleagues because few hospitals have yet installed comprehensive EHR systems. It is an extraordinary paradox that GP surgeries, in which all records are electronic, are unable to share data with paper driven hospitals, where it is still rare to find a computer in a consulting room or at the bedside. However, a presentation of how health informatics and electronic health records could be used in the fairly near future to assist in primary and specialist medicine can be seen in a dramatized video at www.clinicalfutures.org.uk/video/final. 

Appendix on Professionalism (1) the NHS Care Record guarantee

“We have a duty to:

• maintain full and accurate records of the care we provide to you;

• keep records about you confidential, secure and accurate; and

• provide information in a format that is accessible to you

It is good practice for people in the NHS who provide your care to:

• discuss and agree with you what they are going to record about you;

• give you a copy of letters they are writing about you; and

• show you what they have recorded about you, if you ask.

The NHS Care Records Service

Some of your health records are already held on computer, but many are still kept on paper. While the paper records we keep are protected by strict confidentiality and security procedures, these records are not always available to the care team looking after you. Handwritten entries in the record may be difficult to read and important information may be missing. The National Programme for IT is introducing modern secure computer systems into the NHS over the next few years.

This new system will:

• allow you to control whether the information recorded about you by an organisation providing you with NHS care can be seen by other organisations that are also providing you with care;

• show only those parts of your record needed for your care;

• allow only authorised people (who will need a ‘smartcard’ as well as a password) to access your record;

• allow only those involved in your care to have access to records about you from which you can be identified, unless you give your permission or the law allows;

• allow us to use information about your healthcare, in a way that doesn’t make your identity known, to improve the services we offer or to support research;

Appendix on Professionalism (2) Connecting for Health (USA) Policy Principles 

http://www.connectingforhealth.org/commonframework/docs/Overview.pdf  

Openness and Transparency. There should be a general policy of openness about developments, practices, and policies with respect to personal data. Individuals should be able to know what information exists about them, the purpose of its use, who can access and use it, and where it resides.

Purpose Specification and Minimization. The purposes for which personal data are collected should be specifi ed at the time of collection, and the subsequent use should be limited to those purposes or others that are specifi ed on each occasion of change of purpose.

Collection Limitation. Personal health information should only be collected for specified purposes, should be obtained by lawful and fair means and, where possible, with the knowledge or consent of the data subject.

Use Limitation. Personal data should not be disclosed, made available, or otherwise used for purposes other than those specifi ed.

Individual Participation and Control. Individuals should control access to their personal information:

• Individuals should be able to obtain from each entity that controls personal health data, information about whether or not the entity has data relating to them. Individuals should have the right to:

• Have personal data relating to them communicated within a reasonable time (at an affordable charge, if any), and in a form that is readily understandable;

• Be given reasons if a request (as described above) is denied, and to be able to challenge such denial; and

• Challenge data relating to them and have it rectifi ed, completed, or amended.

Data Integrity and Quality. All personal data collected should be relevant to the purposes for which they are to be used and should be accurate, complete, and current.

Security Safeguards and Controls. Personal data should be protected by reasonable security safeguards against such risks as loss or unauthorized access, destruction, use, modifi cation, or disclosure.

Accountability and Oversight. Entities in control of personal health data must be held accountable for implementing these information practices.

Remedies. Legal and financial remedies must exist to address any security breaches or privacy violations.

Technology principles

Make it “Thin”. Only the minimum number of rules and protocols essential to widespread exchange of health information should be specified as part of a Common Framework. It is desirable to leave to the local systems those things best handled locally, while specifying at a national level those things required as universal in order to allow for exchange among subordinate networks.

Avoid “Rip and Replace”. Any proposed model for health information exchange must take into account the current structure of the healthcare system. While some infrastructure may need to evolve, the system should take advantage of what has been deployed today. Similarly, it should build on existing Internet capabilities, using appropriate standards for ensuring secure transfer of information.

Separate Applications from the Network. The purpose of the network is to allow authorized persons to access data as needed. The purpose of applications is to display or otherwise use that data once received. The network should be designed to support any and all useful types of applications, and applications should be designed to take data in from the network in standard formats.

This allows new applications to be created and existing ones upgraded without re-designing the network itself.

Decentralization. Data stay where they are. The decentralized approach leaves clinical data in the control of those providers with a direct relationship with the patient, and leaves judgments about who should and should not see patient data in the hands of the patient and the physicians and institutions that are directly involved with his or her care.

Federation. The participating members of a health network must belong to and comply with agreements of a federation. Federation, in this view, is a response to the organizational difficulties presented by the fact of decentralization. Formal federation with clear agreements builds trust that is essential to the exchange of health information.

Flexibility. Any hardware or software can be used for health information exchange as long as it conforms to a Common Framework of essential requirements. The network should support variation and innovation in response to local needs. The network must be able to scale and evolve over time.

Privacy and Security. All health information exchange, including in support of the delivery of care and the conduct of research and public health reporting, must be conducted in an environment of trust, based upon conformance with appropriate requirements for patient

privacy, security, confidentiality, integrity, audit, and informed consent.

Accuracy. Accuracy in identifying both a patient and his or her records with little tolerance for error is an essential element of health information exchange. There must also be feedback mechanisms to help organizations to fix or “clean” their data in the event that errors are discovered. 
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�	 A Rector, Professor of Medical Informatics, Manchester University


�	 Based on material from Principles of Health Interoperability HL7 and SNOMED © 2009 Tim Benson





